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DNSSEC provides security for DNS traffic 
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• Origin authentication of DNS data 
• Data integrity 
• Authenticated denial of existence 
 
All of the above give protection against DNS attacks eg DNS spoofing 



• DNSSEC was designed to protect applications 
(and caching resolvers serving those 
applications) from using forged or manipulated 
DNS data, such as that created by DNS cache 
poisoning.  

 
• All answers from DNSSEC protected zones are 

digitally signed.  
 

• By checking the digital signature, a DNS 
resolver is able to check if the information is 
identical (i.e. unmodified and complete) to the 
information published by the zone owner and 
served on an authoritative DNS server. 

http://en.wikipedia.org/wiki/DNS_cache_poisoning
http://en.wikipedia.org/wiki/DNS_cache_poisoning
http://en.wikipedia.org/wiki/Digital_signature


 
 A recursive or forwarding DNS server knows that the zone supports DNSSEC 
 if it has a DNSKEY (also called a trust anchor) for that zone. 
 
  
 DNSSEC validation  
A recursive DNS server uses the DNSKEY resource record to validate responses from the 
 authoritative DNS server by decrypting digital signatures contained in DNSSEC-related  
resource records and then computing and comparing hash values. If hash values are 
 the same, it provides a reply to the DNS client with the DNS data it requested 
 (such as an A record). 
 
 If hash values are not the same, it replies with a SERVFAIL message 
Additionally, if the DNS client is DNSSEC-aware, the recursive DNS server will 
 indicate that DNSSEC validation was performed, which can be required by the client  



SIGNING THE ZONE LAB- RIGHT CLICK ON THE ZONE IN DNS MANAGER, SELECT DNSSEC. 
SELECT SIGN THE ZONE 

































The NRPT stores configurations and settings that are used to 
deploy DNS Security Extensions (DNSSEC), and also stores 
information related to DirectAccess, a remote access technology 
.  
The NRPT can be configured using Group Policy or by using the 
Windows Registry.  
 
The preferred method of configuring the NRPT is with the Group 
Policy Management Editor.  
 
The DNS client computer only performs DNSSEC validation on 
domain names where the NRPT has configured the DNS client 
computers to do so.  A client computer that is running Windows 7 
is DNSSEC-aware, but it does not perform validation.  Instead, it 
relies on the security-aware DNS server to perform validation on its 
behalf  
 




